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NI Cyber Security Centre’s role




Strategic objective

“We aim to make Northern Ireland:
cyber safe, secure and resilient for
its citizens and businesses”
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NICSC Principles

« Cyber Advocacy
The NICSC will be an authoritative and credible voice for the need for good cyber security in Northern Ireland.

e Trusted source of advice and guidance
To become the a single source of related cyber safety, security and resilience advice and guidance for Northern
Ireland citizens, families, organisations.

 Cyber Health promotion role
Provide support and constructive challenge NI Public, Private and 3@ Sectors in the level of cyber safety, security
and resilience to improve the overall cyber health of the region.

» Facilitator not provider role

The NICSC will help stimulate and promote take up of good cyber activities across Northern Ireland sectors and
with the citizen but conscious not to become part of the delivery dependency ensuring that Northern Ireland
ecosystems are self sustaining in maintaining good cyber health.
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NI Cyber Health

Burning question — How cyber secure is Northern Ireland from an attack?

Ooops, your files have been encrypted!

‘What Happ d to My Comp 7
'Your important files are encrypted.
Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to
recover your files, but do not waste your time. Nobody can recover your files without

Ch al | e n g e r . — jour decryption service.
. e e (1, | Recover My Files?
How to measure cyber health of the province? -

Sure. We guarantes that you can recover all your files safely
no! enoughti

Are we cyber healthy?

and easily. But you have

r free. Try now by clic]dng <Decrypt>.

e 3 d y
50, if you don’t pay in 7 days, you won tb able t necnve) rfiles fone\.er
Wend.lha\el ee events for users who are so poor that they couldn't pay in 6 months.

Solution:-

» Define Northern Ireland scope
» Define a minimum level of good cyber safety & security | e 35T
» Define expectations of resilience and recovery

itcoin only. For more information, click <About bitcoin>.
ice of Bitcoin and buy some bitcoins. For more information,

- 'm I
Baseline:-
Measure current levels of cyber health — the level of knowledge, protective actions and levels of preparedness.

Plan to improve.
Understand the support/ interventions/ programs needed to achieve good cyber health.
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NI Cyber Security Defined

* Northern Ireland - defined by its citizens, businesses and economy.

* Cyber Safety — having knowledge of the cyber threat landscape and how it applies to
your sector, organisation, area.

* Cyber Security is the ability to apply good practice to protect against the cyber threat

* Cyber Resilience the ability to quickly recover from a cyber attack.
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Northern Ireland Demography

=

Business/Organisational
845,000 working

Campaigns
n >

80,000 businesses e 90% - 10 employees or less
1,800,000 People 1,470,000 e 600 Organisation 250+
16-64yrs o e <100 inCNIsectors
:> 21,000
unemployed
- 301,000
|:> T Societal/Citizen
Economically .
. Campaigns
Inactive
®
330,000 <16yrs :> 300,000
64+

e 183,000 primary
e 142,000 post primary
e 5,000 special

Economically Inactive—looking aftera home or retired<64+
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Northern Ireland Risk Balance

High Risk/Impact areas Low Risk/Impact areas
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¢« NI Cyber Security Centre

A R—
U7 Tweels

NI Cyber Health - Messages CORONAVIRUS (COVID-19)

THE IRISH NEWS @ AR,

@ NICyber . = = — - . = STAY SAFE  SAVE LIVES
© _

Security Centre
n

Home Aboutus Adviceand Guidance v Cyber Assurance »» Cyber I ‘fnu are ni immu ne - 5"“1“"_\" dlﬁlu““l‘

voursell and others from smishing
We work to make Northern

Ireland cyber safe, secure and
resilient for its citizens and

businesses. fe, secure and resilient for its citizens and

Learn more -
Movember 2019

Media Likes

jhted a phishing attempt using a Penalty
oney.

ure about, forward it to the suspicious
'phishing.gov.uk for investigation.

% NICyber = o woerar T T AT e e Ly | YI102837128833121
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Board level responsibilities




What is Cyber Security?

e Cyber - anything relating tocomputers
e Security - being free from danger or threat

Cyber Security — anything relating to computers being free from danger or
threat.

e Threat- a person or thing likely to cause damage or danger

* VVulnerability— exposure to a threat.
* Risk — Likelihood a vulnerability will be exploited causing loss or damage
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What is Cyber Security?

Cyber Security = Risk management

Cyber risk management definition:

managing the vulnerability of an organisation’s computers and
computer systems to cyber threats to reduce the likelihood or impact

to the organisation’s ability to operate and function.
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Board Level Responsibilities

1. Get the information you

heed to make well informed
decisions on the risks you face.

Getting the environment right

2. Use this information to
evaluate and prioritise
your risks.

3. Take steps to manage
those risks.

&
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Getting the Environment Right

Embed Cyber Security into Organisation

Integrate cyber security into your organisation’s objectives and risks

Cyber security impacts on every aspect of your organisation. Therefore to
manage it properly it must be integrated into organisational risk
management and decision making.

Reflect this in your structure

Cyber security is the responsibility of the entire Board

Engage with your experts

Consider the communication between experts and members
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Getting the Environment Right

Grow Cyber Security Expertise

Baseline your current skills

The Board should have an understanding of what cyber
expertise there is in the organisation and what you need. Do
you have a CISO? An information security team? Incident
managers? If not, should you?
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Getting the Environment Right

Develop Positive Cyber Security Culture

Lead by example

Youset the tone when it comes to cyber security. Lead by example and champion cyber security
within your organisation.

If policies don’t work foryouas a Board member (thatis, if you find yourself doing something
different to get yourjob done more easily), then there is a good chance theyaren’t working for
others either. If it seems that the policy is having a detrimental effecton the organisation, work
with policy makers to adapt it.

Culture takes time and concerted effortto evolve. Don’t assume that because the Board has
endorsed a security posture that it will automatically cascade down throughout the organisation.
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Get Information to Inform Risk Decisions

Establish your baseline — what’s important

Boards should understand whatis most important to make the business work and reach its goals

Boards should consider what is of most value to the organisation. The ‘crown jewels’

Itis critical that this is an active and ongoing discussion between Boards and their experts:
e communicated the business goals and crown jewels tothe technical teams so that theycan

prioritise protecting these.

e Boards will have business insight that technical teams may not have (such as which particular
partner relationship must be to be prioritised)

e technical teams will have insight into the enablers for key objectives (such as which networks
orsystems do particular partners rely upon)
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Get Information to Inform Risk Decisions

Understand the threat

Get an understanding of the threat.
Collaborate on security.
Assess the threat.

Working with suppliers and partners.
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Evaluate and Prioritise Risk

Manage the Cyber Security Risk

Integrate cyber security into organisational risk management processes

Dealing with cyber security risk as a standalone topic (or considering it simply in terms of ‘IT
risk’) will make it hard for you to recognise the widerimplications ofthose cyber security risks.

Don’t make reducing risk levels the measure of success

It can be difficultto measure the success of yourorganisation’s cyber security efforts. A typical
output of good cyber security is the absence of a failure, which can be hard to measure or ltis
common forrisk assessments to deliver some kind of assessment level, be that high medium low, or a number,

and so it could be tempting to use this as a performance metric foryour cyber security efforts.
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Take Steps to Manage Risks

Implement Effective Cyber Security Measures

Get a little bit technical
10 Steps to

Having a basic understanding of cyber security can help you R e Cyber Security
toask the right questions to seek assurance about your
organisation’s cyber resilience -just as you would need to have a
certain level of understanding of finance toassess the financial
health of your organisation.
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Take Steps to Manage Risks

Collaborate with Suppliers and Partners

Build cyber security into every decision

Cyber security risk should be a key consideration in any decision on new
relationships orcollaborations. This includes decisions on suppliers,
providers, mergers, acquisitions and partners.

Ensure:

1. That this access doesn’t provide a route for an attacker to gain access
to your organisation, either through deliberate action or unintentional
consequence.

2. That any partner or supplier is handling any sensitive data appropriately
and securely.

3. That any product or service you buy has the appropriate security built in.
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Take Steps to Manage Risks

Plan Your Response to Cyber Attacks

Ensure you have a plan

Understand yourrolein incident management

Get involved in exercises

Drive a ‘no blame’ culture
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Current Cyber Threat Landscape




Threat landscape

Global Landscape 8

HM Government

Global Britain in
a competitive age
-~ e ir=Ta FI.—..-—..

* Integrated Review — launched 16" March

Onginal release date: Apnl 15, 2021

CISA, the National Security Agency (NSA), and the Federal Bureau of Investigation (FBI) have released a
Jomnt Cvbersecunty Advisory (CSA) on Russian Foreign Intelligence Service (SVR) actors scanming for and
exploiting vulnerabilities to compromise U_S. and allied networks, including national security and
government-related systems.

spectfically, SVE_ actors are targeting and exploiting the following vulnerabilities:

» (CVE-2018-13379 Fortinet FortiGate VPN

« CVE-2019-9670 Synacor Zimbra Collaboration Suite

» CVE-2019-11510 Pulse Secure Pulse Connect Secure VPN

o CVE-2019-19781 Citrix Application Delivery Controller and Gateway
o CVE-2020-4006 VMNware Workspace ONE Access
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nearly $5m (£3.6m) in ransom, following a cyber-attack.
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Cyber attack 'most significant on
Irish state'

14 May

Home | Prince Philip | Coronavirus i- Bre Queenls Univf
M. Ireland | M. Ireland Politics | Local Ne ot
'‘precautions’ e
Translink rep attempt
o

to the police sz :

February 2020 {0 5 March
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GETTY IMAGES

Michael Kenwoc =
> _ A cyber attack on Irish health service computer systems is "possibly the e
March 18 2021 D?-[mast significant cybercrime attack on the Irish state”, a minister has said.

Bus and train operator Translink has rej queen's University in Belfast (QUB) has had to suspend access to "a number
internal IT systems to the police, the BE gf yniversity systems" as a precaution following an attempted cyber-attack.




Top Cyber threats

 Many of the top attacks can be
prevented with good education and
cyber hygiene practices.

e Educationfor end users and at risk
personnel

e Strong password and 2FA policy
Timely patching and updates
AV and/or end point security

e Secure configuration

M Businesses [l Charities

e . © 3o
P hing Atk 757
Others impersonating NG 27
organisation in emails or online GG 22

Viruses, spyware or malware I 9%
(excluding ransomware) I 16%

H 8%
Denial of service attacks B 5%

Hacking or attempted hacking of I 5%
online bank accounts Wl 5%

Takeovers of organisation’s or Il 7%
users’ accounts® I 8%

7%
Ransomware B 6%

Unauthorised accessing of files or B 2%
networks by outsiders Il 4%

Unauthorised accessing of files or B 29.%
networks by staff B 2%

Unauthorised listening into video | 1% %
conferences or instant messages* M 5%

I 5%
Any other breaches or attacks — R

Bases: 654 businesses that identified a breach or attack in the last 12 months; 183 charities
“Mew codes for 2021
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Top Cyber threats — Social Engineering

The use of deception to manipulate individuals into divulging confidential or
personal information that may be used for fraudulent or malicious intent.
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Top Cyber threats — Social Engineering

Call from
The Bank

L
B
I

Vishing
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http://www.smishing.com/

Top Cyber threats — Invoice Re-direction/Mandate Fraud

Your Supplier

@' Security Cen

You

ull 02-UK 4G 10:56 @ 49% &%

Payment Advice

Q From:
- Ilo:

Payment Advice

Good morning J ]

Due to general audit going on our general account, find
attached our new bank details where the payment should
be made to. Kindly update your records Accordingly and
note that all future payment should be made to the new
bank details.

Kindly send a mail of acknowledgement to confirm you
got the new details.

Regards

g

Criminal
O

o -
‘ll‘===ll‘aﬁl

7
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Top Cyber threats — Invoice Re-direction/Mandate Fraud

Ireland » Irish News

HOME NE.WS SPORT BUSINESS ENTERTAINMENT LIFE CARS OPINION ARCHIVE & ~ Warning as IriSh ﬁrmS lose mil]ions in
sophisticated invoice scams

Morthern Ireland | UK | Republic of Ireland | World | Politics = | Brexit | Health | Sunday Life | E
TWO ﬂlTnS Iost €e::n NNN racanths in Hha en callad inunicn radirnctian frand

oo THE IRISH TIMES v

. .
m I I I I o n Ronan McGreevy

Hi 15°C | Lo 13°C Belfast | WEATHER . BelfastTelegraphoicia I \Qé“
N

Home : News :» Northern Ireland

Email scams totalling almost
£800,000 reported to PSNI in Jul

Chief Superintendent Simon Walls has warned that scammer
will go to great lengths to trick their victims.

NEWS SPORT BUSINESS OPINION LIFE & STYLE CULTURE

Crime & Law | Brexit | Ireland | World | Politics | Soclal Affalrs | Health | Education | S

Lost during H1
2 2 . We use cookies to personalise content, target and report on ads, to provide social medi
0 0 to I nVOIce For more information see our

scamwliseNnl . .
— — Re-Direction
Bellast Telegraph Scams Dublin Zoo victim of €500,000 internet-
R e e R based fraud by organised gang
Zoo tricked into paying invoices into bank account controlled by fraudsters

IRISH BUSINESS REPORTS LOSSES
OF €4.4M DUE TO INVOICE
REDIRECT FRAUD

Irish firm sent 65.000 euro to fraudulent account in bid to
buy PPE machine

Gardai in Waterford are investigating the scam with assistance from the Garda National Economic Crime
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How attacks happen




Why do Cyber Security?

ANATOMY KIEXE ATTACK .
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Threats — Who (know your enemy)

Employees

Nations Cyber Criminals

Hackers

f“\e NICyber
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How cyber attacks work?

RECONNAISSANCE

Harvesting email addresses,
conference information, etc.

Cyber Kill Chain WEAPONIZATION

Coupling exploit with backdoor
into deliverable payload

7 Stages of a cyber attack

Delivering weaponized bundle to the
victim via email, web, USB, etc.

Exploiting a vulnerability to execute
code on victim’s system

COMMAND & CONTROL (C2)

Command channel for remote
manipulation of victim

ACTIONS ON DBJECTIVES
{\‘? NICyber i ,
: With ‘Hands on Keyboard’ access,
Qc’» Security Centre

intruders accomplish their original goals



How cyber attacks work?

NCSC distil these down into 4 stages:

e Survey -investigating and analysing available information about the targetin
order to identify potential vulnerabilities.

* Delivery - getting to the pointin a system where you have an initial foothold in
the system.

e Breach -exploiting the vulnerability(ies) to gain some form of unauthorised
access.

e Affect - carrying out activities withina system that achieve the attacker’s goal.
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ﬁ% ‘ National Cyber
2 | Security Centre

Survey

é;g] User Education

Who might be
attacking you?

What you can do to

combat cyber attacks

Delivery

Network Perimeter
Defences

Passward Policy

Secure Configuration

£600K-£1.15m

Average cost of
security breach

(=)

[==]

c—)

L

@)

=

o,EE )

Patch Management

Monitoring

Malware Protection

Secure Configuration

User Access

User Training

Controls For
The Affect Stage

81%

of large
companies
reporting
breach

For more information go to = www.ncsc.gov.uk W @ncsc

o

&

N
S
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Vulnerability — exposure to threats

e anplaien

pemions

e

Aevhcation Shmmes

s miasey

e e

tscaitan

s
T

‘S5tatoey jecton

Soartn s
[ ——T ey
o pp—
el femmet
=T

MITRE ATT&CK"
Enterprise Framewor

attack.mitre.org

Wilsgsn Helaer u

MITRE | B3G5 e
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Vulnerabllity — exposure to

threats

MITRE |

SOLVING PROBLEMS
FOR A SAFER WORLD

MITRE ATT&CK"
Enterprise Framework

artack.mitre.org

Initial Access

Drive-by Compromise

Exploit Public-Facing Application

External Remote Services

Hardware Additions

Replication Through
Removable Media

Spearphishing Attachment

Spearphishing Link

Spearphishing via Service

&

NICyber
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Supply Chain Compromise

Trusted Relationship

Valid Accounts




Cyber Assurance




How cyber secure and resilient is NI

How do we measure cyber security?

P o,

Computer Software Email Firewall
PROTECTED p PROTECTED PROTECTED

@ Scan now Fix perfarmance 0 Protection is up-to-date
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Minimum standard for NI?

CYBER CYBER IASME
ESSENTIALS ESSENTIALS Consortium
PLUS

\/ B GOLD o=

Compliance of standards are a visible demonstration of assurance and good practice
PeorLE

« How do you get assurance of you organisational cyber resilience?
» Does it test your people and processes or just technology?

N)olv o G'Y
TRecESS 5

= NICyber
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What expectations of resilience and
recovery?-




Cyber Resilience

 Different than DR or Redundancy
 Think about treating an infection
e (Canyou:-
e detect and isolate
 |nvestigate, remediate and

o Safely recover
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Cyber attack and recovery

NIST Cyber Security Framework

Asset Management J Recovery Plann i
Business
Environment Improvements

Anomalies and

Events

Security Continuous
Monitoring

Detection Processes

Communications

Processes and

Procedures
Risk Management J

Strategy

Risk Assessment J

Technology
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Resilience and Recovery

Restoration Point
(i.e. Backup)

Event/ Disaster Expected Recovery

| [ Required Recovery
I I |
I I I
I I I

i R G

Data Loss Down Time

Recovery Point Objective | Recovery Time Objective |
(RPO) 1 (RTO) |

_\/—}

Maximum Tolerable Downtime (MTD)

@ NICyber
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Resilience and Recovery

Who sets the levels?

Business
Continuity
Managemen

Business
Continuity
Plan

Business
Impact
Analysis

Disaster
eploymen

Planning
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Cyber Resilience — through testing

CyberBase Webinar - Attendee Orgaisational Analysis

11
7
6 6
3 3
2 2
- i E 1 1 1 1
1

H Local Government Health E Central Government EFinance - Credit Union
E Transport EElectric & Gas suppliers B Finance B Emergency Services - Health
B Telecoms W Oil Storage B Water B Education

Good cross sector representation

66% public sector

i

.i‘-;

34% private sector

r—
A ¢
.
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Current baselines

* Most organisations have BCP
* 60% have some cyber element

e 40% have a CIRP

L P T | Flure 7 - Sk o Sewprevared Farec g s vy ing L [UBC i
A0 12wt (PR ks
Parsoprant puack wevel o dl crogaeestans in wope Prase
- 4 2 .
L | Pae |,

= The plan jwhat hew and when ti wil

parery: i

—————— —————— [———
-z i
keaming keaming keaming - = -
- - weremsed | Paricpan:
o N il i rh,::““u'-\' |
Pre — Incresised g o aber \ e
appee mu:uu:ys scaal hdrnnr “““’*. a Im“w_
e e, | b | i
leaering v | remn | Baudne
e | St T e | el -\ s plan sk
LrT— Secer eheek | e soer Rrulity T
proparad [T —— | e e . g
/ —T e L

Ongomyg communication, engagement and governance arrangement m place

Barsic Mowchart for Cyber Allack Resporse Preparedness Exercise Programme
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And Finally ...

Things to consider....




Takeaways — Have a healthy dose of scepticism

© ©® N o 00k~ Wb PRE

Do you know your priority business functions and do your technical teams?

Do you know how long these can be out of action before it becomes critical?

Do you know the people, processesand IT applications that underpin these?

Do you have a level of assurance thatthese services are protected, trust but verify?
Have you a cyber incident plan and tested it?

Have you good board level representation and communication with the technical teams?
Do you know your critical suppliers (internal as well as external)?

Have you tested or validated how they might impact on your security?

How are you protecting access to your critical systems?, invest in MFA.

10.Understand your enemy. — do you understand your threat landscape?

@
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Ask from NICSC

Be demonstrable in your level of security — independent verificationto a recognise standard
Know you are prepared — develop a CIRP and test it.

Recover — plan your recovery from worst case.

W DN

Engage with us to develop these

{3& NICyber
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Website www.nicybersecruitycentre.gov.uk

Contact iInfo@nicybersecuritycentre.gov.uk -

Follow us  Twitter @NIcyberSC
#CyberSecureN|
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